
PRIVACY POLICY FOR THE NDB MOBILE BANKING APPLICATION 

This privacy policy governs your use of the NDB Mobile Banking software application 

(“Application”) for mobile devices, offered by the National Development Bank PLC 

(“Bank”/”NDB”). The Application is for the purpose of carrying out banking transactions.  

 A.What information does the Application obtain and how is it used? 

1. User Provided Information  

1.1 When you register with us for the use of the Application, you will be initially required to 

provide the following information:- 

(i) the card number, expiry date, CVV number (3 digit number appearing on the 

reverse side of the card) and PIN, in the  event you register with your  credit/debit 

card   

(ii) your NDB account number in the event you wish to register with your account 

information.  

(iii) Biometric information (fingerprint and/or face ID) which can be used for 

subsequent login to the mobile app (provided that your mobile device supports 

biometrics). 

The above information   is used to identify the mobile banking application customer on the 

Bank’s systems. Using this User provided information the Bank will extract necessary 

information such as the customer identification number and mobile number to complete the 

customer’s registration. 

1.2 To log in to the Application you will be required to provide your username and 

password. You can also use your fingerprint or face ID for logging in to the app, if your mobile 

device supports biometrics.  

1.3 When installing the Application, you will be providing the Application access to the 

following: 

(i) contact list stored in your mobile device  in the event you wish to perform a 

mobile recharge function or pay to mobile function by selecting the required 

contact from your contact list.  

1.4 We may also use the information furnished by you (User Provided Information), to 

contact you from time to time in order to to provide you with important information, required 

notices and marketing promotions. 

 



2. Automatically Collected Information  

 In addition to the above , the Application may also collect certain information automatically, 

including, but not limited to, the type of mobile device you use, your mobile operating system 

and information about the way you use the Application (Automatically Collected Information). 

In line with regulatory requirements, the brand, model number and device ID of your mobile 

device, along with the type of operating system used shall be captured and registered on the 

Bank’s back end systems. This information will be linked to your user profile, and you will be 

able to login to Mobile Banking only through such registered devices. 

 B.Does the Application collect precise real time location information of the device? 

Yes. This Application collects precise information about the location of your mobile device 

solely for the purpose of  providing  you with directions  to a Bank branch, ATM  or  merchant 

locations. The Application will only use location details if you have activated the location 

services on your mobile device. 

  

C.Do third parties see and/or have access to information obtained by the Application? 

In order to improve the Application and our service, aggregated, anonymized data is periodically 

transmitted to external service providers. We will share your information with third parties only 

in a manner  that is  described in this privacy policy. By registering for the Application and using 

same, you have consented to sharing your information as stated herein.  

We may disclose User Provided Information and Automatically Collected Information as 

mentioned in clauses 1 and 2 above as  permitted by the Banking Act No 30 of 1988 ( as 

amended) or any applicable law. The Bank has entered into non-disclosure agreements with all 

its service providers to ensure confidentiality of customer data. 

D.What are my opt-out rights? 

You can stop all collection of information by the Application easily by deactivating  the 

Application by calling the Bank’s call centre at +94 112 448888 requesting for a deactivation and 

thereafter uninstalling the Application from your mobile device.  

E.Data Retention Policy, Managing Your Information 

We will retain User Provided Information as mentioned in clause 1 above  and Automatically 

Collected information as mentioned in clause 2 above for as long as you use the Application and 

for a reasonable time thereafter as per the Bank’s policy.  

 F.Security 



We are concerned about safeguarding the confidentiality of your information. We provide 

physical, electronic, and procedural safeguards to protect information we process and maintain. 

For example, we limit access to this information to authorized employees and service providers  

who need to know that information in order to operate, develop or improve our Application. 

Please be aware that, although we endeavor to provide reasonable security for information we 

process and maintain, there is no security system which can prevent all potential security 

breaches. 

 You agree to indemnify and keep us indemnified against any claim, action, suit or proceeding 

brought or threatened to be brought against us which is caused by or arising out of (a) the 

provision of User Provided Information as mentioned in clause 1 above and the 

enabling/authorization by you  of the Bank collecting the  Automatically Collected Information 

as mentioned in clause 2 above  (a) your use of the Application , (b) any other party’s use of the 

Application  using your user ID and/or password, and/or (c) your breach of any of the Terms and 

Conditions applicable to the use of the Application , and to pay us damages, costs and interest in 

connection with such claim, action, suit or proceeding. 

G.Changes 

This Privacy Policy may be updated from time to time at the discretion of the Bank. We will 

notify you of any changes to our Privacy Policy by posting the new Privacy Policy on the 

relevant app stores. You are advised to refer to  this Privacy Policy regularly for any changes, as 

continued use is deemed approval of all changes.  

H.Your Consent 

By using the Application, you are consenting to our processing  of your information as set forth 

in this Privacy Policy now and as amended by us from time to time.  

 I.Contact us 

If you have any questions regarding privacy while using the Application, or have questions 

about our practices, please contact us via our 24 hour call center on +94 112 448888 or email 

at contact@ndbbank.com 


